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Document Information

Audience

Bl users

Purpose

This guide provides a description of multifactor authentication (MFA) setup and workflows for Business
Intelligence (BI) 7.0.

Content

This guide contains the following sections:

e Overview: describes MFA for Bl

e MFA Setup for Bl Administrators: describes the process by which Bl administrators reset MFA
enrollment for individual users

e MFA Setup for Bl Users: describes the process by which users link their Bl account with their
mobile device

e Sign in with 2FA: describes the sign-in process after users’ Bl accounts are linked to their mobile
devices
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Overview

MFA improves security by requiring the following two authenticating factors from each user for Bl
access:

e Authenticating factor one: the user’s username and password
e Authenticating factor two: a uniqgue MFA code provided by an authenticator app on the user’s
mobile device

To use MFA, users must install an authenticator app such as Google Authenticator or Microsoft
Authenticator on their mobile device. When the authenticator app is installed, users must link their
mobile device to their Bl account as part of the first-time sign-in workflow. Once a user’s mobile device
and Bl account are linked, the authenticator app provides an MFA code to be used as the second
authenticating factor for each successive sign-in.
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MFA Setup for Bl Administrators

Bl administrators can reset a user’s MFA enrollment. When a user’s MFA enrollment is reset, the user
must link their mobile device to their Bl account using a new authenticator app the next time they sign
in. Their existing authenticator app recovery codes stop working immediately and they are signed out
of the current session if signed in.

To reset a user’s MFA enrollment

1. Click Users in the navigation menu

Standard users displays.

SCORECARDS

Wi Scorecards Home » Administration » Users

REPORTS
. Standard users
) Audit activity search

20 standard accounts in this organization

ADMINISTRATION

& Users
STATE
2 Roles e
Q. Search name, username or emaj All states ~
o Password Assistance
User ~ Username © Created © State ¢
= Configurations (Organizati...
X, Submissions & export MEB e sil.com Sep 30, 2026, 1:20 PM © Acive | 2
o, Dataimport §
MB gmailcom Sep 30, 2026, 3:23 PM (@ Adive | 2
B Enl t mail.com i S
expo
idati sJ Sep 22, 2026, 7:36 AM % Active | 2
£\ CQM Data validation report @medhost.com r @ |
INTERNAL ADMINISTRATION —
AK =dhost.com Sep 22, 2026, %:44 AM & Active £
a :dhost.com ! ( cive )
QOrganizations
i i PK Sep 29, 2026 @ Acti 2
& Configurations (MEDHOST .. 1@medhost.com medhostcom ¢ o] <
9 Reporting years 2
5 oL . «com Sep 23, 2026, 5:48 AM & Active 4| 2
Internal administrators
(@ Processing error report AM s :dhost.com Sep 22, 2026, %42 AM @ Active | 2

AP nail.com Sep 22, 2026, 9:35 AM & Active J £

1ail.com

NP medhostcom  Sep 29, 2026, 1:58 AM @ Active | 2

nedhost.com il

P e S N R i

2. Click the relevant user

The user’s details display.

3. Under Account Actions, click Reset multi-factor enrollment
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MFA Setup for Bl Administrators

Standard user

IDENTITY
First name * Last narme *

Usernarme
@gmail.com

The sign-in username cannot be changed after the account & created.

CONTACT
Email *

@gmail.com

Must use one of this organization's registered sign-in domains, and be unique within the o

ACCOUNT ACTIONS
Current state
(% Deactivate account
Removes access immedistely. You will be asked to confirm If this is the last

acoount that can administer users and roles, the organization'’s coverage
rule will refuse it.

~' This account is not L

0 Reset multi-factar enroliment

e user will have o re-enroll their suthenoicator app the next time they
sign in. Their existing app, recovery codes and any signed-in session stop
working immediatehy.

Manage role & facility scope

A confirmation window displays.

Reset multi-factor enrollment for & s
— 7

i

Thie user will have to re-enrzll their authenticator app the next time they
zign in. Their existing app, recovery codes and any signed-in session stop

working immediately.

Mo code, secret or recovery code is shown here — the user enrcls again
b =

Cancel Reset enrollment

from their own device.

4. Click Reset enrollment

tancel E

The user details screen displays a message stating that the user must enroll again at their next

sign-in and that any current session has ended.
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Standard user

{# Multi-factor enrollment reset. shriram tiwari? must re-enroll at their next sign-in, and any session they held has ended. x
IDENTITY

First name * Last name *

Usemame

- s S@gmail.com

The zign-in username cannct be changed after the account i created.

CONTACT

Email =
@gmail.com

Must use one of this organization's registered sign-in domains, and be unigue within the organization.

ACCOUNT ACTIONS

Current state

® Deactivate account
Removes access immedistely. You will be asked to confirm. If this iz the last
account that can administer users and reles, the organization’s coverage

rule will refuse it

~ This account is not locked out

0 Reset multi-factor enraliment
The user will have to re-enroll their authenticator app the next time they

sign in. Their existing app, recovery codes and any signed-in session stop
working immediatshy.

Lancey E
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MFA Setup for Bl Users

Users must install an authenticator app such as Google Authenticator or Microsoft Authenticator on
their mobile device. When the authenticator app is installed, users must link their mobile device to
their Bl account as part of the first-time sign-in workflow after MFA enroliment.

To link your mobile device with your Bl account

1.

Install an authenticator app on your mobile device from Apple’s App Store or Google’s Android

Play store
From the BI Sign in page, enter your credentials
Click Sign in

The system sends a one-time passcode to the email address associated with your Bl credentials
and the Set up two-factor authentication page displays.

For passcode, enter the passcode from the email you received
Click Validate
The Set up two-factor authentication page displays instructions for using an authenticator app
to link your mobile device with your Bl account.
0

Set up two-factor authentication

red before you can finish

SETUP KEY

0GOC Y30J U4VH BA2P KYXH EDAT F25I
3671

Enable two-factor authentication Cancel
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6. Using your authenticator app, do one of the following:
e Usea QR code:
1) Tap Scan a barcode

Your device’s barcode scanner opens.

NOTE

If the authenticator app cannot locate a barcode scanner on your mobile device, you
might be prompted to download and install one. Follow your device’s prompts to
complete the barcode scanner installation process, then reopen your authenticator

app.
2) Scan the barcode displayed on the Set up two-factor authentication page

e Use a secret key:
1) Tap Enter provided key

2) Enter the account name and secret key displayed on the Set up two-factor
authentication page in your authenticator app

3) Set the key to be time-based
4) Tap Add
Your Bl account is linked to your mobile device and displays an authentication code.
7. Enter the authentication code on the Set up two-factor authentication page
8. Click Enable two-factor authentication

Two-factor authentication setup is complete and recovery codes display.
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MFA Setup for Bl Users

v

Two-factor authentication is on

Save these recovery codes now. Each one can be used once

to sign in if you lose access to your authenticator app.

/> These codes will not be shown again
This is the only time they are displayed. They cannot be
viewed or reissued later — if you lose them, an
administrator has to reset your two-factor setup.

YOUR RECOVERY CODES

62HZMEG3FH EK2NFQSK52

P74C53182AF ORIRMQESBK®

HGBOTHWSF6 J92961D48A

NFAEJBPSM8 35HBJ24Y9]

KESZER4D8K BK3JH7BEP]
& Download © Print

I've saved my codes — continue >

9. Youcan:

e Click Download to download your recovery codes
e Click Print to print your recovery codes

Important

Save your recovery codes somewhere secure. They will not be shown again.

10. Click I've saved my codes - continue

You are signed in to BI.

10
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Sign in with 2FA

This section describes the two-factor authentication (2FA) sign-in process for users who have linked
their Bl account with their mobile device using an authenticator app.

To sign in using 2FA
1. From the BI Sign in screen, enter your credentials
2. Click Sign in

The Two-factor authentication screen displays.

Two-factor authentication

nNLer the current CoOe Trom Your autnenticator app, or one

Authenticator code ™

| GeoBaoa

") Enter a code to continue.

Use a recovery code instead

Start over

3. For Authenticator code, enter the code displayed in your authenticator app
4. Click Verify

You are signed in to BI.

11
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