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Document Information 

Audience 

BI users 

Purpose 

This guide provides a description of multifactor authentication (MFA) setup and workflows for Business 

Intelligence (BI) 7.0. 

Content 

This guide contains the following sections: 

• Overview: describes MFA for BI  

• MFA Setup for BI Administrators: describes the process by which BI administrators reset MFA 

enrollment for individual users 

• MFA Setup for BI Users: describes the process by which users link their BI account with their 

mobile device 

• Sign in with 2FA: describes the sign-in process after users’ BI accounts are linked to their mobile 
devices 
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Overview 

MFA improves security by requiring the following two authenticating factors from each user for BI 

access: 

• Authenticating factor one: the user’s username and password 

• Authenticating factor two: a unique MFA code provided by an authenticator app on the user’s 
mobile device 

To use MFA, users must install an authenticator app such as Google Authenticator or Microsoft 

Authenticator on their mobile device. When the authenticator app is installed, users must link their 

mobile device to their BI account as part of the first-time sign-in workflow. Once a user’s mobile device 
and BI account are linked, the authenticator app provides an MFA code to be used as the second 

authenticating factor for each successive sign-in. 
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MFA Setup for BI Administrators 

BI administrators can reset a user’s MFA enrollment. When a user’s MFA enrollment is reset, the user 

must link their mobile device to their BI account using a new authenticator app the next time they sign 

in. Their existing authenticator app recovery codes stop working immediately and they are signed out 

of the current session if signed in. 

To reset a user’s MFA enrollment 

1. Click Users in the navigation menu 

Standard users displays. 

 

2. Click the relevant user 

The user’s details display. 

3. Under Account Actions, click Reset multi-factor enrollment 
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A confirmation window displays. 

 

4. Click Reset enrollment 

The user details screen displays a message stating that the user must enroll again at their next 

sign-in and that any current session has ended. 
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MFA Setup for BI Users 

Users must install an authenticator app such as Google Authenticator or Microsoft Authenticator on 

their mobile device. When the authenticator app is installed, users must link their mobile device to 

their BI account as part of the first-time sign-in workflow after MFA enrollment. 

To link your mobile device with your BI account 

1. Install an authenticator app on your mobile device from Apple’s App Store or Google’s Android 
Play store 

2. From the BI Sign in page, enter your credentials 

3. Click Sign in 

The system sends a one-time passcode to the email address associated with your BI credentials 

and the Set up two-factor authentication page displays. 

4. For passcode, enter the passcode from the email you received 

5. Click Validate 

The Set up two-factor authentication page displays instructions for using an authenticator app 

to link your mobile device with your BI account. 
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6. Using your authenticator app, do one of the following: 

• Use a QR code: 

1) Tap Scan a barcode 

Your device’s barcode scanner opens. 

NOTE 

If the authenticator app cannot locate a barcode scanner on your mobile device, you 

might be prompted to download and install one. Follow your device’s prompts to 
complete the barcode scanner installation process, then reopen your authenticator 

app. 

2) Scan the barcode displayed on the Set up two-factor authentication page 

• Use a secret key: 

1) Tap Enter provided key 

2) Enter the account name and secret key displayed on the Set up two-factor 

authentication page in your authenticator app 

3) Set the key to be time-based 

4) Tap Add 

Your BI account is linked to your mobile device and displays an authentication code. 

7. Enter the authentication code on the Set up two-factor authentication page 

8. Click Enable two-factor authentication 

Two-factor authentication setup is complete and recovery codes display. 
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9. You can: 

• Click Download to download your recovery codes 

• Click Print to print your recovery codes 

Important 

Save your recovery codes somewhere secure. They will not be shown again. 

10. Click I’ve saved my codes - continue 

You are signed in to BI. 
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Sign in with 2FA 

This section describes the two-factor authentication (2FA) sign-in process for users who have linked 

their BI account with their mobile device using an authenticator app. 

To sign in using 2FA 

1. From the BI Sign in screen, enter your credentials 

2. Click Sign in 

The Two-factor authentication screen displays. 

 

3. For Authenticator code, enter the code displayed in your authenticator app 

4. Click Verify 

You are signed in to BI. 
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